Penyonuka CpoOuja

KPUMHUHAJIMCTHYKO-ITIOJIMIUICKA

YHUBEP3UTET
Bpoj:
Harym:

TOJIATAK

OBumMm nonatkom yrBphyje ce mpernen nuteparype noTpedHe 3a MpHUIpEeMamke MPHjeMHOT

WCIUTA U CIHCaK TeMa (00acTu/muTama) U3 KOjUX Cce BPIIHM HCIUTUBAKE HA TPUJEMHOM HCIIHTY 32

yIuc

CTyJeHaTa Ha MacTep akaJeMmcke cryauje KpuMHHaIMCTHUYKO-TIOJIHMIM]CKOT YHHUBEpP3UTETA Y

mkoJckoj 2026/2027. roguHu, U TO:

3a ynuc kagaugara Ha Macrep akajJieMcKe CTyIHje KPUMHHAJIMCTUKE KA0 MPHjeMHU UCIHUT

IIOJIaKC CC UCIIUT U3 IIPCAMETA KpI/IMI/IHaJ'II/ICTI/IKa.

KPUMHMHAJINCTUKA - ucnuTHa NUTALA

Kpumunaﬂucmuuka MaAKmuKa:

[Tojam, mpenMeT 1 3a7au KPUMHHATHCTHKE?

OcHoBHa Hayella KpUMUHAIACTUKE?

OCHOBHU Cy0jeKTH M METOJH CYMpPOTCTaBJbarba KPUMUHAIUTETY?

Mehynaposna capajima y cripedaBamy U Cy30Mjamby KpUMUHAIUTETA?

Haunnu ca3nama 3a KpUBUYHO /IO M YYUHUOLA?

WNunuuymje u Bep3uje (IOjMOBHO ojpeheme M IIaHMpame ONEepaTHBHOI pajja Ha OCHOBY
WHJIUIIM]a U Bep3uja)?

7. KpuMmunanuctiuka o0Opaja MecTa KpUBUUHOT jgorahaja?

8. VBubaj (mojam, 3Ha4aj, 3aKOHCKA MPaBUJIA ¥ TAKTUKA BPIICHA)?

9. Ilperpecame (1m0jaMm, II1Jb, BPCTE, 3aKOHCKA NIPAaBUJIa U TAKTHUKA BpILICHa)?

ocouarwnE

Jlureparypa:

1. XKapxosuh M., UBanosuh 3. Kpumunanucmuuxa makmuxka, beorpan, KITY, 2020 r.

Kpumunanucmuuxka memoouka:

1. KpumuHamucTHuKo-(pOpeH3NYKa HCTpara Jiema
2. Kpusuuno aeno youcrsa y KpuBuuHOM 3aKOHHKY
3. KpumuHanucTHuke UcTpare CUIOBamba
4. Haj3HayajHHju TParoBy U3BpPLICHA NPOBATHUX Kpaha
5. OrkpuBame yunHHOLA, 00e30ehrBame T0Ka3a U 3Ha4aj WHAUIU]aTHOT METO/Ia Y PACBETIhABALY
poBajHKUX Kpaha
6. Kpumunanuctuuke uctpare HapKOKpUMHHAJA
Jlutreparypa:

1. yubenuk Mapunkosuh /1., Jlajuh O. Kpumunanucmuuka memoouxa, KI1Y, 2018. 1.

K‘pumuuaﬂucmu!ma onepamuea:

gk~ E

Pannu u 06pazoBHU PO U KPUMUHATIMCTHKE

[Tojam, kapakTepucTUKe U BpCcTe HHPOpMAIIHja

ITojam, kapkaTepuUCTHKE U BPCTE A0Ka3a

ITojaM u BpcTe KpUMHHATMCTUYKUX UCTpara

[Ipenmer, HMIbEBU U 331111 KPUMUHATUCTUYKUX UCTpara



6. Mogaenu KpUMUHAITUCTUYKUX UCTpara

7. KpuMHHATUCTHYKO-ONEepaTHBHA aHATN3a JCTUHKBEHTCKE TAKTUKE YIUHUOIA

8. KpummHanmucThuka aHanw3a BEpOATHOT W HEBEpOATHOT IOHAIIAka y TOKY MPHUKYILbamkha
o0aBeITemha U CaCIyIIamha OCYMBUYCHOT

9. Uspana npoduiia yarHWIANA KPUBUYHHX JIENIa

10. KpuMuHaIuCTHIKO-00aBEIITajHA TPOU3BOIN

Jlureparypa:

1. Byphesuh, 3., Panosuh, H. Kpumunanucmuuxka onepamuesa, beorpan, KITY, 2020 r.

3a ynuc kanaugata Ha Macrtep akagemcke ctyauje @opeH3nuK0 HHKEHEPCTBO Kao

MIPHjEeMHH UCIIUT MOJaXy ce UCIUTH U3 npeameTa: OcHOBU (HOpeH3NUKHUX Hayka, PU3nYKa XeMuja u

Maremaruka.

OCHOBHU ®OPEH3UKHUX HAYKA

Jedunumnmje, moaene, UCTOPHjaT, IIOJMOBU M 00jEKTH KPUMHHATUCTHYKE TEXHUKE
Texnuke nnu Meroau uaeHTudukaiuje ocoda

TexHuKe niau MeToIM UACHTH(HUKAIH]E TpeAMETa

TexHuKe U METOIM UACHTU(UKAIM]e TParoBa

TexHuKe WM MeTOIM UACHTH(HUKAIM]E CeKYHIApHUX 00jeKarta
Kpumunanmuctuuko-gopensndka odpaga Mecta KpUMUHAIHOT forahaja

ocoarwhE

Jlureparypa:

1. Mamxkosuh Jb., Kpumunanucmuuka mexnuka, npyro u3MemHEHO U IONYHCHO H3AkHE,
beorpan, KIIA, 2013 1.

PU3NYKA XEMHNJA

1.

2.

w

PeasiHo racHo crame. JeqHaumHa peajqHOr TacHOT crama. lIpeBolheme racoBa y T€UHO CTame U
KpUTHYHe BenuuuHe. Pacnogena Op3uHa MoJiekysa raca.

Xemujcka TepmoauHamuka. [IpBu 3akoH TepmoauHamuke. Pag y TepMOIMHAMUYKOM CHCTEMY.
Enrannuja. TorutoTHy kananurer. AnnjabaTcku nporec. 3aBUCHOCT YHYTpalllkhe €HEepruje racopa
0]l TPUTHCKA, 3ampeMuHe U Temmeparype. Tepmoxemuja. [Ipyru 3akoH TepMOIMHAMUKE.
Entpornuja. Xenmxomnmosa eHepruja u I'mrcoBa enepruja. Knanejpon-KnaysuycoBa jennaunHa.
PaBHOTE)Xa Yy XOMOreHom cucreMy. PaBHoTexka y xereporeHoM cucremy. Jle IllaresseoB npuHImn
paBHOTEXE. 3aBHUCHOCT KOHCTAaHTE paBHOTEXe o]l TemnepaTrype. Tpehu 3akoH TepMoguHAMUKE.
XeMUjCKH MOTEeHILIN]all.

Teuno crame. [Iputucak nape. Bucko3noct. [1oBpIMHCKY HANOH.

Yspcro crame. Kpucranno u amopdHo crame. OnTuyka cBojcTBa Kpucrana. Bpcre kpucrtannux
PEILIETKH.

PacrBopu. PacTBapame racoBa y TeuHo] u uBpcTOj (hasu. PacTBapame uBpcTe y Te4HO] (has3m.
PacTBapame Teune y TeuHoj azu.

da3ne paBHoTexe U TpaHchopmanuje. ['1OcoBo mpaBmio (aza. PaBHOTE)KE TEUYHUX U UBPCTUX
¢a3za y cucremuma ca JiBe KOMIoHeHTe. TPOKOMIOHEHTHU CHCTEMH.

IlojaBe Ha rpanuum (asza. Aacopnuuja. Axcopnija Ha TpaHuly Teude (asze. Ajcoprinja Ha
rpaHuIy 4BpcTe (haze. AJICOPIIIMOHE H30TEPME.

XeMHjcka KHHeTHKAa. bp3nHe KOHAauHUMX XEMHJCKHUX peaklidja y XOMOI€HHM CHCTeMHMA.
MornexynapHocT U pen peakuuje. OnpehuBame peaa peakuuje. bp3uHe KOHAYHMX XEMHU]jCKUX
peaxiuja y XeTeporeHuM CHCTEMUMA.

Karamm3a. CBojcTBa kaTanmuzaTopa. MexaHHW3aM KaTaJUTUYKOr JI€jCTBA. XOMOIE€Ha KaTaju3a.
XereporeHa katanusa. HeratuBna karanusa. Katanutuuku orpoBu. EH3uMcKa KaTanusa.

Jluteparypa:



1. DBophesuh, C. b., Hpaxuh, B. J., @usuuxa xemuja, beorpan, TexHOIOUIKO-METATYPIIKU
¢dakynret, 2010 T.

MATEMATHKA

Peanne pynkuuje jeqHe He3aBUCHE MPOMEHIBUBE
HuzoBu 1 KoHBepreHiyja HU30Ba

I'pannyHa BpeIHOCT M HEMPEKUTHOCT (PYHKIHja
W3Boxa u nudepennujan GyHkmje

HcnutuBame GyHKIIMjA

WuTerpanuja pyHKIMja jeJHE peaTHe TPOMEHIbHUBE
Heonpehenu u onpehenn narerpan

Meroau pemiaBama HHTErpaa

Hymepuuku pegosu

10. OyHKIIMOHATTHYU PEIOBH

11. TpuroHOMeTpHjCKU pPEIOBU

12. CkynoBu, penanyje, MpecinKaBama

13. MaremaTruka UHIYKIIH]a, KOMOMHATOPHKA

14. Marpuue u afeTepMUHaHTE

15. Cuctemu nTUHEapHUX jeTHAYUHA

16. ITonmmHOMU ¥ paroHanHe QyHKIH]jS

17. BekTopcka anredpa

18. PaBan u ipaBa

19. IloBpmuHe apyror pena

CoNO~wWN P

Jlureparypa:
1. MunosanoBuh I'., DBophesuh P., Mamemamuuxka ananuza 1, EnextpoHcku ¢akynrer,
VYuusepsurer y Humry, 2005 r.
2. Munosanosuh I'., Bophesuh P., Jluneapna anzeopa, Enextponcku daxynrer, Y HUBEP3UTET y
Humry, 2005 .

11 3a ynuc xangunata Ha Macrep akagemcke cryauje UndopmaTtuka u padyyHapcTBO Kao
MPUjEMHH WCIUT MONaXy ce€ HCIHUTH U3 mpenmeta: besbeanoct mopataka, PauyHapcke mpexe u
OcHoOBU TTporpamupama.

BE3BEJJHOCT NIOJATAKA - o6s1acTu:

1. 3amrurta HHPOPMALMOHUX CUCTEMA

2. Onmrty KoHUEenT 6e30eTHOCTH MoiaTaka U HHpopMaluja

3. CIA tpuana uadopmarmone 6e30eaH0CTH

4. Texuuke yrpoxaBama 0e30€IHOCTH Mo/1aTaKa

5. JocrynHoct

6. OcHoBHe JInHyKC KOMaH/Ie 32 MPUKYIJbake HH(OpMAIIHja O CUCTEMY
7. Wurerpurer

8. TloBepa mHTETpHTETAa MPUMEHOM KOHTPOJIHE CyME

9. 3amrTHTa HHTETPUTETA IPUMEHOM KOHTPOJIHE CyMe (JraHaI| OJIOKOBa)
10. UnenTuduxaimja u ayreHTUUKaIMja

11. Ayropu3anuja

12. JlurutaaHu NOTIUC U €IEKTPOHCKHU cepTU(duKar

13. IToBepsbUBOCT

14. Kpunrorpaduja

15. Creranorpaduja

16. UndpacTpykTypa jaBHOT KJby4a



17.
18.
19.
20.
21.
22.
23.
24,
25.
26.

27.
28.
29.
30.

3alTuTa y MpeXXHOM OKPYXEHbY

AHTHUBHUPYCHU IIpOrpaMu

besbennoct amnukamyja

Onepanuona 6e30egHOCT

Opranm3anuona 6e30e1HoCT

be30eTHOCHM MHIIMICHTH HaIaIu

PearoBame Ha MHIIUACHT

PeszepBHe komnuje

Bupryenu3zanuja (BUpTyeliHe MalllMHE) Y IECKTOI OKPYKEHY

Bpahame oOprcanux mojataka u CUrypHo (HermoBpaTHo) Opucame (data recovery & secure
deletion)

IIpoBepa uHTErpUTETA TATOTEKA

[Mporpamu 3a Ha30p aKTUBHOCTH KOPHCHUKA Ha pauyHapy-Keylogger-u
ITposepa no3unku (password auditors)

[leHeTpannoHo TecTUpame

Jlureparypa:

1.

2.

Bykosuh W., [TonioBuh b., Be36eonocm nooamaxa u ungpopmayuja— npaxmuxym, beorpan,
KITY, 2022. r. ISBN 978-86-7020-475-1

[TonoBuh b., bezoeonocm nooamaka u ungpopmayuja— npakmuxym, EnexTpoHCKU U3BOP Ha
CD-y, beorpan, KIIA, 2014 r.

PAYYHAPCKE MPEXE - o0Jgacru:

1. OcHOBHU KOHIENTH pauyHapCKUX Mpexa

2. Bpcre npenoca nogaraka

3. Kareropuzamnuja pauyHapcKux Mpexa

4. PedepeHTHU MPEKHU MOJIENH U TPOTOKOIIU

5. TexHuke npucTyna Meaujymy

6. VYmnpaBibame rpenikama y npeHocy

7. MpexHu ypehaju

8. OCHOBHHU KOHLIENITH MpeKHUX ornepatuBHUX cucrema (MOC)
9. Bexununa MpexHAa KOMYHHKAIIH]ja

10. MaTEpHET IPOTOKOIT

11. TIpoTokonu pyTupama

12. TpaHCTIOPTHHU MPOTOKOJIH - YIPABIbAHE TOKOM

13. MonuTopuHT MpekHOT caoOpahaja

14. WAN rtexHomnoruje

15. KBanurer MpexHe yciyre

16. Cumynanuje padyHapCKUX Mpexa

17. CurypHoCT pauyHapCcKUX Mpeska

Iurama:

1. Pasnosu 3a ympexaBame

2. OcCHOBHa CBOjCTBa pauyHapCKUX Mpexa

3. Komyranuja Be3a (koja), KOMyTalyja akeTa ¥ BUPTYyeJIHA KoJia
4. Bpcte pauyHapcKUX Mpexa IpeMa MpocTopy U npema Mel)ycoOHOM (YHKIIMOHATHOM OHOCY
5. Tomosnoruje pauyHapcKuX Mpexa

6. IIportokomnu ca u 6e3 ycrocTaBibama Be3e



7. OSIi TCP/IP monen

8. SNMP nporokon

9. Cucrem nmena nomena (DNS)

10. Ethernet

11. KonTpona npuctymna Meaujymy

12. CnyyajHu PUCTYNT MEIU]YMY

13. KonTpoa Jioruvke Be3e

14. Jlerekiuja 1 KOPEKIIUja TPEIIKe

15. IlojauaBau (repeater), kontnientpaTtop (hub), Mmpexxau moct (bridge), ckpernuia (switch),
ycMmepuBad (router), xad, CBUY, pyTep - CIMYHOCTH M Pa3JIMKe, MPEKHH Ipoiia3 (gateway),
MpexHa 6apujepa (firewall), proxy cepsep

16. Pagne ¢pyHkuuje, KapakTepUCTHKE, MPeTHOCTH U Henocta MOC

17. Y3ajamHe akTUBHOCTH KJIHjeHTCKOT pagyHapa u MOC

18. MpexxHU JebeHH Pecype

19. KomnonenTe u npunnun paga WLAN-a

20. Bluetooth Texnonoruja

21. Anpecna ctpykrypa [Pv4 u IPv6

22. Knacudukainuja mpoTokoyia pyTupama

23. IGP u EGP npotokomnu pyrupama

24. BeckiacHH MPOTOKOJIA PYTHPAbHA

25. KapakTepuctuke mpoToKoJia pyTHpama

26. MeTpuke IpoTOKOJIa 33 PyTHPAE

27. Tpancnopt mojiaTaka ca ycrnocraBibambeM Bese - TCP mpoTokoin

28. KapakTepucTuke U KaTeropu3aluja cucTeMa 3a MOHUTOPUHT MpeKe

29. Mepe QoS nepdopmancu

30. Knmacuduxkamuja QoS pyrupama

31. Kapakrepuzamnuja caobpahaja

32. )KuBOTHU IIUKITYC pa3Boja Mojelia

33. MoaenoBame caobpahaja

34. CUrypHOCT €J1eKTPOHCKUX KOMYHHKaIlKja

35. Curypnocte onuuje y TCP/IP npotokon creky

36. 3amTUTa AUTUTATIHOT MpeXHOT caoOpahaja

37. CucremH 3a JeTEKIN]y U IPEBEHIH]Y ynaaa

Jluteparypa:
1. T1. Yncap. Hugppacmpykmypa pauynapckux mpeyxca, beorpan, KITY, 2021. r. ISBN 978-86-
7020-459-1

OCHOBU ITPOTPAMUPAIBA
5. 1 6. ornaBJbe yIOCHUKA

Jluteparypa:
1. Munan I'watoBuh. Konyenmu ghynkyuonannoe u umnepamugnoz npocpamuearsa. KpuMUHAINCTHYKO-
MOJIMIIM] CKU YHUBEp3UTET, beorpan, 2021. ISBN 978-86-7020-473-7.

v 3a ynuc kanauaata Ha Macrep akagemcke cryauje Hanuonanna 6e30eIHOCT Kao IpHjeMHHU
UCIUT MOJaKe Ce UCTIUTHU U3 peameTta Hayuonanna d6ezbednocm.



Haununonanna 6e30e1HOCT — TeMaTCKe HeJIMHe:
Be3bennoct
VYrpoxkaBame 0e30e1HOCTH
Jlp>kaBHE ¥ HAIIMOHAIIHE BPEIHOCTH
JIp>kaBHU ¥ HAIMOHAIIHA HHTEPECH
TpaauumoHanHy KOHLENT HAaMOHAIHE 0e30e1HOCTH
CaBpeMeHH KOHIIEIT HallMOHaTHE 0e30eIHOCTH
Oprann3oBaHu KpUMHHAJ
[TonuTryky KpuMUHAI
TexXHMUKO-TEXHOJIOIIKE PETHE HAIIMOHAIHO] 6€30€THOCTH
. [IpupoHe IpeTHe HAITMOHATHO] 0€30eTHOCTH
. besbenqnocHo-00aBemrajuu cuctem Pemyonuke Cpouje
. CexTop yHYTpalIHHX TOCIOBA
. Cuctem napuHcke 6e30eJHOCTH
. CucreM 3amTuTe U criacaBama
. HenprkaBHu cextop 6e30emHoCTH

©oOoNoORWDNE

el el ol el
O NWNPRERO

Jlureparypa:
1. MujankoBuh C.: Hayuonanna é6ezoeonocm, beorpan, KITY, 2026 r.

ITPOPEKTOP 3A HACTABY

npog. op Henao Munuh



