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FOREWORD 

The main purpose of writing this manual is to support the implementation of training within 

the Anita project, as well as to facilitate the process of mastering the necessary skills for 

members of law enforcement agencies. 

As the Anita project is primarily intended to strengthen the capacity of law enforcement 

services, through the process of their continuous training, such a manual should serve as a 

basis and reference point for the acquisition and implementation of knowledge and skills in 

practice. 

The manual was created as a textbook of materials used in the first pilot training, in which 

the trainers presented the necessary knowledge and skills in the shortest but at the same 

time most transparent way. 

The manual is systematized in relation to several criteria: 

1. according to the criterion of generality, from general information to specific data; 

2. according to the temporal, i.e. chronological criterion, in relation to the temporal 

dimension of the author's presentation, i.e. trenbera, and 

3. according to the criterion of the type of media used, on the PowerPoint presentation 

materials and video material, which is available to each participant in the training, 

with the code and credentials. 

The manual is divided into several sections, which follow the dynamics and structure of the 

training, but also contains general remarks about the Project and the platform, its content, 

expected opportunities, and scope in combating illegal online trade. 

It is to be expected that it will serve as a basis and a reference point for further training, 

determined primarily by the dynamics and content of changes in the training process itself. 
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INSTEAD OF INTRODUCTION – SHORT REVIEW OF THE ANITA 

PROJECT FROM THE PROGRAM "HORIZON 2020" 

In January 2014 the European Union adopted a new concept and program for financing 

science and technological development called "Horizon 2020", which consists of three pillars 

- excellence in science, leadership in industry, and society. Within this area of research, the 

ANITA project was launched in May 2018, led by a consortium of 17 partners from 11 

countries with the main goal of the development and creation of a state-of-the-art, science-

based, and user-oriented research platform to overcome the challenges banned. Online 

store, which provides tools for creating databases, blockchain analysis, analysis of large 

amounts of data, modeling knowledge and exploitation of such modeling, incorporation of 

cognitive function in analysis, and providing user-oriented intelligence applications. 

One of the members of the consortium is the University of Criminal Investigation and Police 

Studies, as the youngest state university in the Republic of Serbia and a leading institution in 

the field of higher education, training, and specialist training of future and current police 

officers and members of other law enforcement services (law enforcement agencies). 

Within the division of project responsibilities, the so-called work packages, the University is 

in charge of transmitting and disseminating project results, training, and education. Work 

package 11, which is assigned to the University, includes the development of mechanisms 

and tools for dissemination of results, the establishment of a community of stakeholders of 

project participants so that, in the context of knowledge and skills, they can benefit from 

the experience gained on the project, as well as identifying best practices, developing 

adequate curricula and preparing training for the development of a strategy and plan for the 

exploitation of project results. 

As a general project task, ANITA studies, creates, and develops: 1) innovative blockchain 

technologies for network and cryptocurrency analysis, 2) sophisticated analytical tools for 

large amounts of data for automated extraction and analysis, 3) sophisticated 

methodologies for making, modeling, reasoning, processing and storing knowledge in forms 

understandable to the human race and 4) user, adaptive and modeling framework that 

allows the collection, analysis, translation and explanation, imitation and integration of 

human cognitive information and user-oriented intelligence applications, equipped with 

control panels for research, reconstruction and identification of special temporal and causal 

correlations among the events of illegal trade. 

It is planned that the listed tasks will be accomplished by applying various approaches, such 

as a multidisciplinary one that provides an online investigation system of illegal online trade 

(online trafficking). It is an automatic, wide-ranging, user-oriented cognitive system for 
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efficient detection of illegal online trade activities that enables: gathering knowledge and 

information for the domain of application applications and their use for training new 

members of the police; anonymous identification of new relevant content while maintaining 

a balance between speed and accuracy; high level of downloading and storing in a secure 

repository; assessment and evaluation of the importance of web source research and 

blockchain analysis, to reveal links and evidence of illegal transactions. 

Project beneficiaries have played a key role in this from the very beginning by helping to 

identify and prioritize the required functionalities, participate and provide support in design 

and evaluation by demonstrating the application of the system and contributing to defining 

training activities and organizing workshops on which will analyze and evaluate the results 

of the project. 

All mentioned activities, framework, goals, methodology, and evaluation are established 

following ethical principles and relevant national and international legislation, as well as 

with the laws of the European Union, including the Charter of Fundamental Rights of the 

European Union and the European Convention on human rights. 

All of the above was transferred to the preliminary training system, which was held in the 

form of pilot training and which contains practical aspects of the application of the Anita 

platform in everyday police work. 

Like any training program, pilot training has supporting material in the form of manuals, 

which should serve to facilitate the process of mastering the knowledge and skills presented 

in the training. 
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1. GENERAL OVERVIEW – CONSORTIUM, GOAL, AND OBJECTIVES 

by Ernesto La Mattina 

 

 
The first presentation material is intended for the distribution of basic data on the project, consortium, objectives as well as the use of a case 

study to support law enforcement services in detecting and reconstructing the illegal trade chain in specific areas. 

The project started on May 1, 2018, with the planned completion date of October 31, 2021. 

It was written for the call of the European Commission within the Horizon 2020 project, and is being implemented under the number H2020-

SEC-12-FCT-2017, also under the title Technologies for prevention, investigation, and mitigation in the context of fight crime and terrorism. 

The priority goal is to design and develop the platform, through cooperation with law enforcement services, which will aim to identify relevant 

data sources disseminated via the Web, including Darknets, as well as analyze and expand the scope of knowledge and to link existing data 

with the existing corpus. Knowledge of police officers, in order to support and improve the investigation of illegal trade. 

The project involves 11 countries, 17 partners, one of which is from the area of Industry, two SMEs, two NPOs, as well as 6 law enforcement 

services. 

In addition to the basic data that training participants must have, the most important part of the presentation material of the first part of the 

training is the enumeration and knowledge of the goals. 

They are categorized as: 

● improvement and strengthening of analytical services in the investigation process for Surface Web and Darknet, 
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● expanding the scope and domain of existing knowledge of police officers from the personnel to the automated level, in order to collect, 

design, distribute and increase the efficiency and ability to reason, 

● understanding the phenomenon of illegal trade and its causes, in order to develop and support effective countermeasures and 

activities to build appropriate policies and decision-making, 

● enabling the verification of tools by the law enforcement services of the consortium members, in order to check them in practical 

circumstances, 

● providing efficient Big Data analytical services, law enforcement services, 

● gathering of human resources within the operational analytical group, 

● Distribution of TRL6 / TRL7 applications to combat illegal trade and other criminal activities 

● and finally ensuring the compliance of the entire application, its application, and model with social, ethical, legal, and other 

requirements, as well as requirements that protect the right to privacy. 
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2. CONTENT AQUISITION 

by Joachim Klerx 

 

The second part of the training is about collecting the content available within Darknet, i.e. the sequence of necessary steps that lead to the 

identification of sources on the Darknet through a meta-search engine developed within the Anita platform. 

Mentioned in the context of functionality implies the identification of potential data sources, markets, communication channels through 

regular Web services, Deep web, and darknet with emphasis on the fact that this is evidence that by its legal nature and application potential is 

original, not derivative, in one a broader sense of usability in the process of forensic evidence. 

The next segment of training is aimed at developing big data search strategies to model the intelligence approach in identifying potentially 

suspicious habits, as well as visualizing and filtering all objects that are the subject of analysis, which includes text, audio, and video content, 

people, organizations and other unique identifiers. 

In order to develop a search strategy, the following can be singled out as basic parameters or references: 

1. specific ways of thinking in the information environment, 

2. use of search engines for different observation and understanding of the information environment, 

3. use of advanced search tools, 

4. the use of operational analytics of prevailing trends, to identify and overcome geographical and linguistic barriers. 
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3. CASE STUDIES 

by Valentina Scioneri 

 

The material under the working title establishing the interdependence between narcotics and drugs, weapons and firearms presents the 

content of criminological analysis, drug, and arms trafficking, which aims to clarify the connection and impact of criminal activities on the Dark 

web markets, the term criminal offense as a service, within which the hypothesis of the potential relationship of this type of crime with 

organized crime is confirmed. 

The characteristics of the human factor as a supplier are determined, through data on nicknames, behind which can be found a whole group of 

people, acting around the world to meet the needs of consumers, types of offered and sold goods or services, number of listings, listing 

content, as and the country of origin and destination of the goods or services. 

The conclusion is that continuous brainstorming with partners is a key component of efficiency, and testing the quality and scope of the 

analyzed and presented approach is enabled through the platform. 
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4. SIMULATED EXAMPLE OF AN HORIZONTAL SCENARIO 

by RISCC 

 

A presentation called “Simulated example of a horizontal scenario” describes a situation in which a narcotics supplier is active on both the 

Surface Web and the Dark Web Cryptomarket. 

The focus is on understanding and collecting data, which has probative value in relation to his criminal activities, through the support of the 

Anita platform, which provides insight into both the surveillance process and the evidentiary process. 

The added value is reflected in the so-called capacity to connect key concepts and points, to reduce and experiment with different paths, and 

to confirm different hypotheses. 

Description of the analysed case: the national law enforcement service arrested a person named Jim, suspected of drug trafficking. 

E-mail correspondence with a supplier called soniabrito44, which is active in the Agartha market, was found on his computer. 

Inspectors want to gather information and possible evidence about this supplier, to better understand and later prove his role in the 

commission of the crime, as well as the manner of its commission. 

In the presentation: 

1. Step 1 -open an investigation 

2. Step 2 - uploading documents, 
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3. Step 3 - automatic data analysis and finally highlighting the human factor in accessing and confirming the process of automated data 

collection and learning, because Anita system is a knowledge-oriented and high-quality database, whose development depends on the 

interaction between user contributions and system capacity. 

4. Step 4 involves entering new data  

5. Step 5 - Advanced automation analysis of the same. 

6. Step 6 involves access to new entries in the system, followed by 

7. Step 7 relating to further research 

8. Step 8 refers to the use of blockchain data. 

9. Step 9, should imply progress in thinking and reasoning, which is called thinking "outside the box". 
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5. ANITA GRAPH ENTITY LEGEND 

It essentially represents the legend of the symbols used on the platform, to denote different 

entities. 

Symbol Entity Description 

 
Audio Audio resource 

 
Image Image resource 

 
Text Text resource 

 
Video Video resource 

 
Location Location with information about address and coordinates 

 
Product Generic object of interest for the investigation 

 
Vehicle For transporting people and/or goods 

 
PC Object of interest involved in activities 

 
Smartphone Object of interest involved in activities 

 
Transaction 

A financial transaction involving crypto currency exchange (like 
bitcoins) between two or more crypto addresses 

 
Web source URL of a generic web site (like markets, forums, etc.) 

 
Wallet Digital wallet that can contain one or more crypto addresses 

 
Person Set of information representing people 

 
Organization Set of information representing organizations 

 
Event Set of information representing an event 

 
Email account Type of digital identity 
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Social account Type of digital identity acting in social media 

 
Forum account Type of digital identity acting in online fora 

 
Market account Type of digital identity acting in online markets 

 
IP address Type of digital identity 

 
Phone number Type of digital identity 

 
Crypto address 

Type of digital identity that can be involved in financial 
transactions and that can be part of a wallet 

 
Suggestion 

When an entity has grey background, it means that the entity is 
not part of the investigation graph but is "suggested" as relevant 
for the investigation. 
It is proposed to the user, which can later accept or discard the 
suggestion. 
Accepting a suggestion implies that the entity effectively 
becomes part of the investigation graph (and the icon will be 
updated accordingly). 

 

VIDEO AVAIBLE AT ANITA MOODLE PLAFORM 
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CONCLUSION 

The manual for the use of the Anita platform was written by members of the research team 

of the University of Criminal Investigation and Police Studies, who themselves underwent 

training and the first pilot training. 

From the point of view of the need to present the materials, they tried to include everything 

presented in the content of the manual, and from the point of view of the trained persons, 

they systematize the mentioned materials so that they fully threaten and depict the training 

process itself. 

The basis of the idea of making the manual was that it represents a written form of 

materials used in the training, to be a kind of reminder and a basis for learning and 

improving existing knowledge and skills. 

As the training process changes, as new content is added, the manual itself will be in a 

continuous process of development, and this dynamism and adaptability should be an 

accompanying part of every development process of training. 

The authors have no illusions that the text could not have been conceived differently, but 

they are open to all kinds of suggestions, proposals, and criticisms, which would lead to the 

textbook being improved or further developed. 

 

With the hope that the mentioned text will be of use to all who will receive and use it, 

Authors 


